
  
  

SSO AGENT LICENSE  
  

***  IMPORTANT INFORMATION – PLEASE READ CAREFULLY  ***  
  
This Software contains computer programs and other proprietary material and information, the use of which is subject 
to and expressly conditioned upon acceptance of this SSO Agent License (the “License”).  
 
This License is a legally binding document between you (meaning the individual person or the entity that the individual 
represents that has obtained the Software and Hardware for its internal productive use and not for outright resale) 
(the “Customer”) and RSA (which means (I) IF CUSTOMER IS LOCATED IN THE UNITED STATES, MEXICO OR SOUTH 
AMERICA, THEN THIS IS A LEGAL AGREEMENT BETWEEN THE CUSTOMER AND RSA WITH “RSA” MEANING RSA 
SECURITY LLC. IF CUSTOMER IS LOCATED OUTSIDE OF THE UNITED STATES, MEXICO OR SOUTH AMERICA, THEN 
THIS IS A LEGAL AGREEMENT BETWEEN THE CUSTOMER AND RSA, WITH “RSA” MEANING (II) THE LOCAL RSA 
SALES SUBSIDIARY, IF CUSTOMER IS LOCATED IN A COUNTRY IN WHICH RSA DOES BUSINESS THROUGH A 
LOCAL RSA SALES SUBSIDIARY; (III) IF CUSTOMER IS LOCATED IN A COUNTRY IN WHICH RSA DOES NOT HAVE 
A LOCAL SALES SUBSIDIARY, THE LOCAL DELL OR EMC ENTITY AUTHORIZED BY RSA ON THE RSA QUOTE OR 
OTHER RSA ORDERING DOCUMENT; OR (IV) RSA SECURITY & RISK IRELAND LIMITED (IF CUSTOMER IS LOCATED 
IN A COUNTRY IN WHICH NEITHER RSA SECURITY LLC NOR DELL EMC HAS A LOCAL SALES SUBSIDIARY). 
 
Unless RSA agrees otherwise in writing, this License governs Customer's use of the Software and Hardware, except 
to the extent all or any portion of the Software or Hardware is: (a) the subject of a separate written agreement set forth 
in a quotation issued by RSA; or (b) governed by a third party licensor’s terms and conditions.   
  
By clicking on the “Agree” or “Accept” or similar button at the end of this License, or proceeding with the installation, 
downloading, use or reproduction of this Software, or authorizing any other person to do so, you are representing to 
RSA that you are (i) authorized to bind the Customer; and (ii) agreeing on behalf of the Customer that the terms of 
this License shall govern the relationship of the parties with regard to the subject matter in this License and are 
waiving any rights, to the maximum extent permitted by applicable law, to any claim anywhere in the world concerning 
the enforceability or validity of this License.  
  
If you do not have authority to agree to the terms of this License on behalf of the Customer, or do not accept the 
terms of this License on behalf of the Customer, click on the “Cancel” or “Decline” or other similar button at the end 
of this License and/or immediately cease any further attempt to install, download or use this Software for any purpose, 
and remove any partial or full copies made from this Software.  
  
  
  
1. The SSO Agent is governed by the agreement between RSA and the Customer that applies to use of the following RSA 

technology: (i)  RSA Authentication Manager; and (ii) SecurID Access Enterprise (collectively, the “Agreement”)  
  
2. RSA grants Customer a license to use the SSO Agent with SecurID Access Enterprise, without charge, subject to the 

following conditions:  
a. The Customer is only permitted to utilize the Application Catalog, Basic Policy Engine, Identity Router, Application 

Portal, Factors: LDAP Password and RSA SecurID features of the SSO Agent.  
Ref:  https://community.rsa.com/docs/DOC-40663  

b. The Customer is permitted to utilize Application Catalog Support for all applications that are supported by the 
SSO Agent.  
Ref:  https://community.rsa.com/docs/DOC-40663  

c. The Customer is permitted to utilize the Basic Policy Engine so long as such utilization is limited to the following 
identity and user session attributes: user agent; ip address; authentication type; and authentication source.  
Customer cannot use the Advanced Policy Engine which encompasses all other policy attribute selections.  
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These attributes include, but are not limited to the following: Known Browser; Country; Known Location; and Risk 
Score.  

d. The Customer is permitted to utilize the Identity Router (R), Application Portal for the purposes of cloud based 
version of the SSO Agent.  
Ref:  https://community.rsa.com/docs/DOC-40667  

e. The Customer is permitted to utilize the LDAP Password, RSA SecurID factors for authentication  Customer 
cannot use other authentication methods that include (but are not limited to) the Approve; RSA Via Tokencode; 
Fingerprint; Registered Browser Device; FIDO Token; and RSA Via mobile App authentication methods.   
Ref:  https://community.rsa.com/docs/DOC-40985   

f. Customer is permitted to utilize the above features so long as Customer has purchased and is current on its RSA 
SecurID Access Enterprise maintenance and support agreement.  

g. For the avoidance of any doubt, if Customer utilizes RSA’s SSO Agent, RSA’s Cloud Service Schedule located 
at http://www.emc.com/collateral/legal/h14301-cloud-service-eula-azure.pdf shall apply.  

h. All capitalized words used above shall the meanings as set forth in the RSA Documentation.  
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